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Summary

e Towards a definition of e-identity

e e-Security and Critical Infrastructures

e Singletons and Multiples on e-ldentity

e Long-term View on e-ldentity

e Big Fallacy: The Digital world is unavoidable

e Challenges for e-ldentity: ... after tomorrow
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The Future of e-identity ...after tomorrow?

WHEN all services are provided electronically and quite
“naturally” people and organisations, Citizens, Business,
Government INTERACT electronically.
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What is “e-ldentity”’?

The way Citizens, Business, Organisations and Public

Services identity to eachother within digital infrastructures and
other electronic communication networks.

E-IDENTITY IS DIFFERENT IN DIFFERENT “spaces”, and different “times”.
There should not be a SINGLE way of IDENTITY, but MULTIPLES .

Assurance of widely available ACCESSIBILITY or capacity to multiple
IDENTIFICATION means (this means a positive EFFORT towards
ACCESSIBILITY).
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E-Security and Critical Infrastructures
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CANADA: International Best practices on e-Governance

I >70% Citizens

In Canada, more than 70% Citizens replied to a national Survey 2007
Only INTERACT with e-Government Services
IF SECURITY IS FULLY ASSURED
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« eGovernment Projects and SECURITY ASSURANCE

National Electronic Security
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Security of Infrastructures
Certificate and Security Policies
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PARTNERS — DISASTER RECOVERY PROJECT

Partner |
Presidéncia de Conselho de Ministros CEGER -
Centro de Gestao da Rede Informatica do Governo.

Partner Il:
Govern de les llles Balears Conselleria dEconomia,
Hisenda i Innovacio.

Partner Ill:
Government of Gibraltar Ministry for Entreprise, Development, Technology &
Transport Information Technology & Logistics Department.
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OUR GOAL

DISASTER RECOVERY

The project aims to implement advanced mechanisms for recovery operations
in the event of contingencies such as serious safety accidents or disasters that
may affect the technological infrastructure and information systems and
therefore the physical and logical security of all information stored, processed

and outstanding on the Web.

Processes

Technology
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OUR OBJECTIVES
DISASTER RECOVERY

* Protecting critical information of the participating institutions ensuring high data availability, applications and
services of government activity;

» Implement robust processes of Backup and fast recovery and effective technology infrastructure, data and
applications, avoiding disruption of government’s activities;

» Ensure redundancy in applications and data over local continuity and contingency relocated geographically;
* Minimize the extent of losses of downtime of systems;

* Provide recovery plans and continuity in the event of accident or disaster, preparing the organization for
these situations;

» Ensure credibility with citizens and users;

* Improve productivity by streamlining processes, methodologies and sharing of know-how;

* Allow work on alternative sites for Internet connection via the system of contingency;

» Raise awareness and disseminate the knowledge gained to other institutions and companies in the space

SUDOE.
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LIST OF COSTS OF CEGER READY TO VALIDATE BY THE FIRST LEVEL CONTROL 04 FEB 2010

Supplier Costg WA Cost Type
PT PRIME 11.040,00 13.248,00| Consultancy for feasibility analysis to build the Datacenter
DATINFOR 58.810,00 70.572,00 | Equipment
EMC/2 45.830,00 54.996,00 | Contract of SAN equipment and its maintenance contract
NOVABASE 57.333,33 68.800,00 | Supply Hardware and OS of the New Platforms
GEI 74.000,00 88.800,00 ;I;ﬁg?:;tlogy consulting services to the Department of Projects and
GEl 8.221.67 9.866,00 Technology consulting services to the Department of Projects and
Internet
’ aJp“t:[; aAg eASS’S'\é'gggos 5.250,00 6.300,00 | Auditing costs
Diverse suppliers 16.776,02 20.131,22 Ir_rizzggesn(:g?ar Costs: Room rental, catering, publications and

Totals |277.261,02| 332.713,22
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Some Comments on the Present Situation of the Project

PROJECT INDICATORS

Unity Objective
Realization
Communication tools Nr. 7
Telecommunications network projects to encourage
S Nr. 4
the application of ICTs
Contingency Plans Nr. 4
Capitalisation Events Nr 8
Results
Information Protection Systems Created Nr. 4
SUDOE Area with improved access to ICTs Km2 97.395,5
Impact
Actors (organizations, companies, SMEs, etc..)
connected to the created Networks Nr. 3
of Telecommunications
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Singletons and Multiples ...
on e-identity
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(Vf—‘ i < @ & !u hittp:/ fewensr, portugal. gov, pt/pt /GC1 7 /Pages Inicio, aspi |.|z! _‘ =il =9
’ Mozilla | Bern-vindo a... =% f7previous_page=logi... MW index.php | | [ || SearchIn OneStepl.., Correio i Bem-vindo ... | | Batman: The Brave a... W CienciaPT ANGOLA - & MNutch: ¥inha na Munda
pdf - | v| Y search < poF
" ~
GOVERNO | CIDADAOS | EMPRESAS | =
GOVERNO DE PORTUGAL
IHICIO  PRIMEIRO-MINISTRO GOVERNO COMUIIICA_CEO CONSULTAS PUBLICAS NOTICIAS PORTUGAL
Portugal mais competitivo
Portugal subiu 3 |ugares no ranking da competitividade do prestigiado
IMD = Institute for Management Development, com sede na Sulga.
De acordo com o relatério World Competitiveness Yearbook 2009,
Portugal subiu do 37.2 para o 34.2 |ugar, entre 2008 e 2009, depois
de ja em 2007 ter subido duas posicbes. Portugal ultrapassa assim a
Espanha no ranking da competitividade e posiciona-se a frente
de palses como a Itdlia ou a Grécia.
Declaragdo apos consultas com partidos de maior
representagio parlamentar
2009-10-15
" ye ” .
— Bubscreva 8 Newslstier O Primeiro-Ministro indigitads, José Sdcrates, faz uma declaragio apds
el ehthth dh th sh b b ok kb as consultas gue manteve com os quatro partidos com maior
F:j RESid@goy it representagdo padamentar durante 0s dias 14 & 16 de Qutubro
e L mais...
= contadte o Governo
R e B B PM pretende «clima de dialogo politico para um governo de 4 anos» a8
A transferir dados de www.portugal.gov.pl

www.portugal.gov.pt
Portuguese Government Web Portal
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» Estégios Profissionais - Medica 1 do INOY-JOVWEM =
> Guia de Acesso a0 Secundério
* Perdidos & Achados
> Gueixa sobre Produtos Perigosos
> Registo Automdvel Online
> Ac apido a Servigos
A DO CIDADAQ
, Dossiers em Destaque
VA DIRECTO! » & Energia e s Aleracbes Climélicas
L > Arhitragem: Uma Solugdo Répida, Efi...
LOJA DO CIDADAO > Farmagéo & Mercado de Trabalho
o : S
s ™ » Tenho gue pagar o Imposto Unico de Circulaggo sobr...
EuCidadéo e ... *Viajar para o Estrangeiro Acompanhad de um Menar
> & minha Casa >Acesso a todos os Dossiers
» 0% meus Impostos e Cortribuigties
- 1 2 V Prestadores de servigos
Outros temas Eu Cidad&o e ... ' ] Servico de Informagbes|
[ nstitule da Mobilidade Dias Gleis das 8:00 8s |  hcticias RTPLusa -

Concluido
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www.portaldocidadao.pt
Citizens Portal
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ﬁ} @ | L] http:ffwew.empresanahora.pt/

B tozila | Bem-vindo &,
pdf - |

9 portal do Cidaddo - Pagina Inicial

Empresa
Aa hora

:COMOFUNCIONA :PACTOS :FIRMAS :FIRMAS COMMARCA :PUBLICAGOES :PERGUNTASFREQUENTES :CONTACTOS
Disponibilizaclo novo modelo de pacto para as Sociedades Anénimas com conselho de administragiio e conselho fiscal

Novos postos de atendimento - Outubro i

2008 APRESENTACAQ

Meobaga (Conservatéria do Registo Fredial e

Comercial), Falgusiras (Conservatéria do Registo

Fredial & Comercial ), Mora [ Conservatéria do

Bem vindo ao sitio da 'Empresa na hora'.
Reagisto Civil, Precizl e Comercial] & Valanga
[Conservatéria do Registo Civil, Predial e
Comercial)

Afravés da iniciativa Empresa na hora' passa a ser possiel a constituicdo de sociedades num dnico balcdo e de forma imediata.

» Rjuda Assim, a partir de agora, 0s interessadas:

Egclarega as suas dividas na drea das ® Nao necessitam de obter, previamente, o certificado de admissibilidade da firma, Junto do Registo Macional de Pessoas Colectivas;

[ rgu[ﬁas Freguentes, ou cologus-nos uma ® Deixa de sernecessaria a celebracdo de escritura plblica;

dfestéo nos contactos ® Mo momento da constituigdo @ entregue o cartdo definitivo de pessoa colectiva, comunicado o ndmero de identificagdo da seguranga Social e ficamn, desde logo, na

Edaler T Hs Sl o e eSSt posse da empresa o paL:m social e 0 Codigo de Acesso a Cerliddo Permanente do registo comercial pelo prazo de um ano ou, em alternativa pelo prazo de trés meses
acompanhada de ceriddo em papel;

Fifmas ou Firmas com Marca.

& O registo do contrato da sua sociedade foi publicado de imediato no sftio hitp:we. migoy ptipublicacoes, de acesso pdblico e gratuito;

® E atribuido registo de dominio na Intemet.pt a partic da firma da sua empresa. Esta funcionalidade & assegurada pela Fundagdo para a Computagdo Cientifica Nacional
(FCCHM) e & gratuita durante o primeiro ano de vida da sua empresa

Ainiciativa de modemizagdo administrativa 'Empresa na hora' constitui o primeiro passo para a simplificagéo do relacionamento das empresas com a Administragdo
Plblica, a0 longo de todo o seu ciclo de wida.

A"Empresa ha hora" estd em fase de expansdo, existindo actualmente 105 postos de atendimento a nivel nacional, distribuidos par 10 Centros de Formalidades das
Empresas, B9 Conservatdrias do Renisto Comercial, 1 Balcdo de Registos, 4 Cartdrios de Competéncia Especializada e 1 Loja do Cidadén

© | 4 a
Concluido

| 5 Lcma v

WwwWw.empresanahora.pt
Business
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Citizen’s ID Card

o |dentity
e Social Security

e Tax Service

» Health

Citizen’s Card
www.cartaodecidadao.pt
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e |nternational

ldentity

o Security

* |nteroperabllity

PePassport
WwWw.pep.pt
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Declaragdes [?
Electronicas
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Nﬂ_cuntﬁhuinte" ‘ SEﬂhﬂl ‘ o<l

Instituigdes P

. . 11 Help-desk - @ ma
f 3 Boas L) 0 707 206 707
Servigos Online lna ncas soskie] uhlic”c“

Dias Uteis: 8h30 as 19h30

REtrEUintos v OIMECCAD-GERAL DOS IMPOSTOS i
Justiga Tributdria » 1 Novidades

w ~ 15 disponivel o formato de =
TOC 58 Este servigo foi criado para facilitar o relacionamento dos Utilizadores com a Direcgdo-Geral dos Impostos (DGCI). e
Notatios b 3 disponiuel & emizs o de
Conservatorias > b Ja disponivel o formata de ficheiro da declaragdo it el
Municipios » ¥ 13 disponivel 3 emissio de G Y. Internst. 2 nava

nformatico d

permite realizar o
acompanhaments das

o Reclamaghies ao Atendimento
Prezencial, sfectuadas nos
servicos de stendimenta da

DGECL
— Pode inserin alterar ou autorizar

15 reembolso.

Peritos L
Ent. Pahblicas

Certiddes 4

validagdo Doc, AN

Alterar Morada Tributdria

— ___ - . - < _ _ L A = 34 se encontra disponfuel a
Recl. Atendimento Dividas Fiscais, Infracgfies Fiscais, Simule a avaliagéo do seu prédio urhanno Saiba quais as datas em que tem gue entreqga de e
s Penharas, Yendas, Reclamagies, Lista Zonamento e coeficientes de localizagdo- curnprit as suas obrigagies fiacais, A pos de
Aduaneiros e Devedores Portatia n® 982/2004 mas a més
sponivel a

Estatisticas s (Autamiveis,

mbarcages de

Simuladares Recreic & Aeronauss),
Trmnr _ Ultimos Servicos Disponibilizados, %
Concluida

www.e-financas.gov.pt
Tax services for Citizens and Business
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Big Fallacy:
The digital world is unavoidable!
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Recent research from Oxford indicate a PLATEAU of 60% for DIGITAL WORLD
Growth LIMITS for the “Digital World”: 60% of POPULATION

The “Diffusiory’ curve of e-Governance and e-ldentity
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Long-term View on e-ldentity
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Evolutionary model As a Long-term and evolving PROCESS

ceger

e-governance and e-identity
PROVIDING INFORMATION AND SERVICES TO CITIZENS, BUSINESS

AND THE STATE

CO-EVOLUTION OF TECHNOLOGY and e-IDENTITY

Information and Value-Added Services
(Adyeanced Transactlonal Services)

..................

Information

> : . - : . CEGER — Centro de Gestéo da Rede Informatica do Governo - Rua Almeida Brandao
PRESIDENCIA DO CONSELHO DE MINISTROS
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Digital Networks

 How different is Government information in terms of
requirements for e-identity?

« How “Long” is the “Long-term” for e-ldentity?
* Who is to be accountable for violation of e-Identity?
 The Technology frontiers for Long-Term e-ldentity?

* Major Barriers for Long-Term e-ldentlty?
Institutional frameworks, legal, ethical, ...

* How to balance Information preservation with ldentity
and Security?

CEGER — Centro de Gestédo da Rede Informatica do Governo - Rua Almeida Brand&o, 7 1200-602 LISBOA PORTUGAL -
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KEY CHALLENGES on
“co-digital IDENTITY” ...
THE DAY AFTER TOMORROW
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SOCIAL EXCLUSION and DIGITAL INCLUSION Challenges for Digital identity

Figure 3. Map of links between social exclusion and digital engagement types.

Basic digital
Econamically gl
disadvantaged Economic

digital engagement
= g gaq

i

social digital
engagement

Socially
isolated Rural
England

Note: Output of Principle Component Analysis lustrating clusters of social (dis)advantage types marked light
blue and digital engagerment types marked dark blue.

In “Digital Inclusion: An Analysis of Social Disadvantage and the Information Society”,
ks, //'www.communities.gov.uk/documents/communities/pdf/digitalinclusionanalysis
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Online government initiatives are not reaching the most
excluded.

This is not just about access. Government-related activities on the Internet
such as to increase participation and electronic access to services are
undertaken mostly by more sophisticated ICT users. Designers of government
services need to understand that the socially and economically disadvantaged
people who could benefit most by accessing their services will be the least likely
to (be able to) use electronic means.

This emphasises the need for multi-channel approaches that provide alternative
ways of accessing services; mediated access to online services where there are
no alternative non-electronic channels, and building people’s confidence and
ability so that they have the choice to use them independently in the future.

In “Digital Inclusion: An Analysis of Social Disadvantage and the Information Society”,
pgRmunities.gov.uk/documents/communities/pdf/digitalinclusionanalysis
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THANK YOU! OBRIGADO! GRACIAS!

The FUTURE of e-ldentity and SECURE
GOVERNMENT

CEGER
CENTRO DE GESTAO DA REDE INFORMATICA DO GOVERNO

Management Center for the Electronic Government Network

Rua Almeida Brandéo, 7

1200-602 Lisboa

PORTUGAL

Telefone: +351 21 3923400

Fax: +351 21 3923499

E-mail: info@ceger.gov.pt
Homepage: http://www.ceger.gov.pt
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